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Neither Cold nor Hot: Western States’ Defensive Response to the 

Hybrid Warfare Threat 

 

Ian Roberge & Daven Ng 

York University 

 

This article is interested in hybrid warfare and states’ defensive policy responses 

from a Western perspective. Hybrid warfare has become a critical component of 

contemporary interstate conflicts, deliberately narrowing the gap between 

conventional military engagements and grey zone operations. It combines military 

tactics with non-military tools, such as cyber operations, disinformation 

campaigns, and economic coercion, to weaken adversaries without engaging in 

conventional warfare. Russia’s War in Ukraine illustrates the use of hybrid 

warfare to achieve imperialist objectives, while similar campaigns have targeted 

other Western democracies. China’s actions in the Indo-Pacific reflect comparable 

hybrid strategies. While much attention has focused on its offensive use, less is 

known about how states respond defensively. This paper explores how Australia, 

New Zealand, the United Kingdom, Canada, the United States, and Finland 

respond to hybrid threats. It argues that Western policy responses are uneven, with 

some states better prepared than others. Effective defense requires a clear definition 

of hybrid warfare, a comprehensive approach, and sustained resources. Based on 

publicly available policy documents, this comparative case study assesses how 

national interests are protected, despite research limitations due to the classified 

nature of hybrid operations. 

Keywords: hybrid warfare, grey-zone, military, civilian, transparency, foreign 

interference 

 

Introduction 

In the last two decades, we have witnessed a fundamental shift in interstate 

conflict, moving away from clearly defined military confrontations toward ambiguous 

engagements between war and peace situated within the grey zone. At the forefront of 

this transformation lies hybrid warfare, a deliberate and strategic approach employed by 

states to weaken and undermine their adversaries without providing a clear casus belli. 
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Hybrid warfare achieves this by seamlessly integrating conventional military tactics with 

non-military tools, such as cyber operations, disinformation campaigns, and economic 

coercion. This hybrid approach has become a pivotal component of contemporary 

interstate conflicts, with states worldwide adopting it as a strategic tool. The conceptual 

foundations of hybrid warfare are traced to Frank Hoffman, whose work synthesized 

several earlier strands of thinking on modern conflict (Fridman, 2018; Nasu, 2019; 

Wegge & Wetzling, 2020). Drawing on four earlier works: Thomas Hammes and 

William Lind’s fourth-generation warfare concept, Thomas Huber’s Compound Wars, 

Qiao Liang and Wang Xiangsui’s Unrestricted Warfare, and the U.S. National Defense 

Strategy of 2005, Hoffman (2007) defined hybrid warfare as the combined use of 

conventional and unconventional strategies and tactics by state or non-state actors to 

achieve synergistic effects on the battlefield. A key feature of hybrid warfare is its 

deliberate creation of ambiguity, blurring the lines between war and peace. While the 

concept has since evolved, particularly following Russia’s 2014 invasion of Crimea, 

Hoffman’s framework remains central to ongoing debates about the nature of 

contemporary conflict and continues to inform how hybrid threats are analyzed 

(Fridman, 2018). Russia’s war in Ukraine serves as a vivid example of how hybrid 

warfare is being employed to advance imperialist foreign policy objectives. Similar tactics 

have also been adopted by other state actors, notably China, whose activities in the Indo-

Pacific underscore the strategy’s expanding global significance. While the offensive use 

of hybrid warfare is increasingly documented, the understanding of how states’ foreign 

and defense policies have evolved in response remains limited. 

In this article, we study Western states’ responses to hybrid warfare by 

comparing their conceptual understanding of hybrid threats, the clarity of their legislative 

frameworks, and the comprehensiveness of their governmental structures and policies. 

Our analysis specifically examines how six Western democracies, Canada, Australia, 

New Zealand, the United Kingdom, the United States, and Finland have responded to 

the challenges posed by hybrid warfare, focusing on the Five Eyes member states for their 

shared security interests and Finland for its proximity to Russia. Hybrid warfare 

represents a multifaceted threat that compels states to develop a comprehensive, targeted 

and strategic approach (Aoi et al., 2018). We argue that although hybrid warfare is widely 

acknowledged as a significant security challenge across our case studies, there remain 

significant variations in their response, with some countries notably better prepared than 

others.  
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To develop this argument, the rest of the article is organized in four sections. 

The first section reviews recent scholarship on hybrid warfare, situating our study within 

broader debates on the nature of contemporary hybrid warfare. The second section 

presents the study’s methodology and identifies the indicators for the analysis. Third, the 

results across the six states are presented. Finally, the conclusion draws together our 

findings with a discussion highlighting key policy gaps, strengths, and opportunities for 

improvement against the evolving nature of hybrid warfare. 

 

On Hybrid Warfare 

The concept of hybrid warfare is now broadly recognized, though it remains hotly 

debated. Frank Hoffman (2007) is acknowledged as the first scholar to have 

conceptualized the term (Fridman, 2018; Nasu, 2019; Wegge & Wetzling, 2020). 

Hoffman (2007) defined hybrid warfare as the deliberate combination of conventional 

and unconventional strategies and tactics by state or non-state actors to create ambiguity 

and achieve synergistic effects on the battlefield. His framework remains important for 

understanding the evolving nature of hybrid threats, particularly the interplay between 

military, technological, and political tools (Fridman, 2018; Wegge & Wetzling, 2020). 

While Hoffman (2007) drew on cases such as the 2006 Lebanon War to illustrate hybrid 

tactics, where Hezbollah combined conventional and unconventional operations with 

advanced technologies to challenge the Israeli Defense Force, the concept has evolved 

considerably, particularly in response to state-level applications. Russia's actions in 

Crimea in 2014 are usually understood as the first successful state-level application of 

hybrid warfare, combining covert military operations, cyberattacks, economic coercion, 

espionage, and sophisticated disinformation campaigns (Aoi et al., 2018; Bowers, 2018; 

Ito, 2022; Jackson, 2019). These tactics created operational ambiguity and plausible 

deniability, complicating responses and countermeasures (Briggs & Matejova, 2023; 

Stănescu, 2023). Thompson (2022) notably characterizes Russia's strategy as forcing 

states into accepting a new geopolitical reality through carefully managed perceptions 

and strategic ambiguity. 

Despite consensus on Crimea's importance, scholarly debates persist about 

precisely defining hybrid warfare. NATO’s definition emphasizes a combination of 

military and non-military methods employed covertly or overtly by state and non-state 

actors (Bowers, 2018; Carment & Belo, 2018; NATO, 2024). This description resonates 

strongly with Russia’s operations in Crimea. However, some academics argue for 

definitions that require significant conventional military engagement alongside 
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unconventional strategies, referencing earlier conflicts like Hezbollah’s tactics during the 

2006 Lebanon War (Lanoszka, 2016). Conversely, contemporary analyses increasingly 

emphasize the strategic dominance of non-military elements. Scholars like Thompson 

(2022) suggest a deliberate preference by states such as Russia and China to achieve 

political objectives without overt military escalation, highlighting hybrid warfare’s 

inherent flexibility and context-dependent nature (Aoi et al., 2018; Bowers, 2018). 

Technological advancements have also significantly reshaped contemporary 

hybrid warfare, with cyber operations and influence campaigns becoming central to its 

strategy. Scholars emphasize how digital platforms amplify hybrid warfare’s 

decentralized and non-linear characteristics, enabling state actors to exploit societal 

vulnerabilities and undermine political cohesion without triggering conventional military 

responses (Fridman, 2018; Paterson, 2020; Stănescu, 2023). Russia’s strategic success in 

Crimea emphasized the need for enhancing state preparedness, advocating 

comprehensive policies that integrate traditional military preparedness with robust 

cybersecurity, economic resilience, and strategic communication capabilities (Rausta & 

Monaghan, 2021; Wegge & Wetzling, 2020). 

Contemporary conceptualizations emphasize hybrid warfare’s strategic position 

within legal and operational grey zones, focusing on the manipulation of perceptions and 

misinformation campaigns that avoid crossing established thresholds of war (Boucher, 

2018; Briggs & Matejova, 2023). Briggs and Matejova (2023) specifically align this 

approach with the Russian concepts of maskirovka and gibridnaya voyna, underscoring the 

strategic manipulation integral to these tactics. Nasu (2019) elaborates that hybrid 

warfare occupies a space between diplomatic measures and outright military 

confrontation, utilizing centralized state resources and strategic planning to destabilize 

opponents internally through legal, informational, and economic methods (Burkle et al., 

2022; Carment & Belo, 2018; Granholm et al., 2022). Democratic states face unique 

vulnerabilities in countering hybrid warfare, particularly due to constitutional protections 

of free speech and decentralized bureaucratic decision-making, which adversaries 

effectively exploit through disinformation and influence operations (Ito, 2022; Paterson 

& Hanley, 2020). Economic strategies also constitute a core component of hybrid 

warfare, as states leverage financial and infrastructural tools to achieve strategic 

objectives while avoiding direct military confrontation. For example, China's Belt and 

Road Initiative and strategic 5G deployments exemplify efforts to expand influence and 

set international standards advantageous to its strategic objectives (Chung, 2021; Ito, 

2022). Likewise, Russia’s manipulation of energy supplies demonstrates economic 
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resources' strategic weaponization to exert political pressure on European states (Aoi et 

al., 2018; Briggs & Matejova, 2023). In both cases, these economic measures exemplify 

the hybrid warfare strategy of combining conventional and unconventional tactics to 

create ambiguity, influence perceptions, and advance state interests without triggering 

open conflict. 

Additionally, regional scholarly perspectives shape differing understandings of 

and perceived threats posed by hybrid warfare. Western literature primarily explores 

Russian hybrid threats against Europe and North America, highlighting cyber 

interference, economic pressure, and targeted disinformation campaigns such as those 

seen during the 2016 U.S. election and the UK’s Brexit (Burkle et al., 2022; Janicatova 

& Mlejnkova, 2021; Paterson & Hanley, 2020). Conversely, Asia-Pacific literature 

emphasizes China's hybrid operations characterized by maritime disputes, strategic naval 

expansions, and the deployment of maritime militias disguised as civilian entities to blur 

the lines of international response capabilities (Aoi & Heng, 2021; Chung, 2021; Ito, 

2022; Ong, 2018). North Korea represents a unique regional actor employing asymmetric 

hybrid methods, including cyberattacks and state-sponsored criminal activities, to 

compensate for its conventional military disadvantages (Bowers, 2018). Despite its 

adoption, the concept of hybrid warfare faces criticism regarding its definitional 

vagueness, and potential overgeneralization. Critics highlight that hybrid tactics such as 

psychological operations and irregular warfare have historical precedents. Nevertheless, 

contemporary digital platforms and operational integration distinguish current hybrid 

practices significantly, marking a clear evolution from historical forms of warfare (Briggs 

& Matejova, 2023; Jackson, 2019; Murray & Mansoor, 2012). 

The ongoing Russo-Ukrainian conflict underscores significant shifts in hybrid 

warfare practices and illuminate important gaps in the scholarly literature. One such 

prominent gap is the limited comparative analysis of how democratic states develop 

policies to counter hybrid threats effectively. This comparative perspective is essential to 

understanding policy strengths and weaknesses among targeted nations. Addressing this 

deficiency, this study comparatively analyzes hybrid warfare responses by Canada, 

Australia, New Zealand, the United Kingdom, the United States, and Finland, providing 

insights into diverse national policy approaches and identifying best practices of 

countering hybrid warfare activities. Ultimately, this analysis aims to bridge notable gaps 

in academic understanding and policy formulation, enhancing the collective 

preparedness of democratic states confronting hybrid warfare threats. 
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Research Method 

This study employs a qualitative, multiple-case study design, with each state 

serving as the unit of analysis (Yin, 2018). This methodology is suitable for examining 

the complex challenges posed by hybrid warfare, where the boundaries between the issue 

and its broader political and institutional context are often blurred (Ibid.). A cross-case 

synthesis approach is applied to this analysis, which allows for comparison between 

states while also highlighting the key differences in their policies countering hybrid 

warfare (Ibid.). Through this comparative framework, this study aims to discern 

recurring patterns and divergences in national policy, underscoring both common 

strategies and country-specific approaches. To achieve this, this research draws on 

evidence primarily in the form of official government documentation such as national 

government policies, legislative documents, and institutional mandates and statements. 

To evaluate state responses to hybrid warfare, this study applies six standardized features 

that ground the fluid concept of hybrid warfare policy into clear and observable 

indicators, thereby allowing systematic evidence gathering and comparative analysis. 

The first indicator assesses whether a state explicitly defines hybrid threats in its 

strategic documents, which is essential for guiding coherent policy action. The second 

examines whether legislative instruments have been enacted or updated to address hybrid 

threats, including cybercrime, disinformation, and foreign interference. The third looks 

at institutional responsibility by identifying which agencies or interdepartmental bodies 

are tasked with leading and coordinating hybrid warfare responses. The fourth reviews 

the existence and scope of national strategies or policy frameworks specifically aimed at 

countering hybrid threats. The fifth considers whether states acknowledge or develop 

offensive capabilities, such as active cyber operations, as part of their national security 

posture. The sixth and final indicator evaluates transparency and public communication, 

particularly the extent to which governments disclose hybrid threats and responses to 

build public resilience. Together, these indicators provide an original analytic framework 

built on established methodology, adapted to comparing hybrid warfare readiness across 

jurisdictions. Following the collection and analysis of official government documents, 

legislative texts, and departmental statements, several key themes emerge in how the 

selected states conceptualize and address hybrid warfare.  

 

Government Policies and Results 

Across Canada, Australia, New Zealand, the United Kingdom, the United 

States, and Finland, hybrid warfare is broadly understood as a multifaceted threat that 
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integrates both conventional and unconventional military and non-military tactics. 

Definitions vary but consistently recognize the roles of both state and non-state actors, 

with countries such as Russia, China, and Iran frequently identified as primary sources 

of hybrid threats. Legislative responses predominantly target cyber threats, 

disinformation, and foreign interference; however, the scope, depth, and specificity of 

these measures differ notably among states. Institutionally, countries demonstrate diverse 

strategic emphases, ranging from civilian-led approaches to reliance on military and 

intelligence agencies. Differences also exist in interdepartmental coordination and 

transparency, reflecting national priorities, political systems, and threat perceptions. The 

table below outlines key findings as categorized by the six standardized indicators. 
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The results reveal a notable divergence in how Western democracies confront the 

growing challenge of hybrid warfare. Responses range from fragmented, siloed efforts to 

integrated national strategies that weave together civil, military, and legislative 

dimensions. At one end of this spectrum is Canada, which clearly identifies hybrid 

warfare as a complex combination of diplomatic, informational, cyber, military, and 

economic tactics (Department of National Defence, 2017). Yet despite this recognition, 

Canada’s approach remains fragmented and lacks overall strategic cohesion. The 

Canadian Armed Forces and Communications Security Establishment focus on cyber 

and disinformation threats, while Public Safety Canada and its agencies address foreign 

interference through instruments like the Foreign Influence Transparency and 

Accountability Act. Each agency tends to operate independently, with seemingly limited 

coordination among them (Public Safety Canada, 2024f, 2024j; Communications 

Security Establishment, 2023). 

New Zealand reflects a similar pattern of compartmentalized action. While it 

defines hybrid threats as the confluence of military and non-military tools, it relies heavily 

on specialized bodies such as the Government Communications Security Bureau’s 

National Cyber Security Centre and the Ministry of Justice (National Cyber Security 

Centre, 2022; Ministry of Justice, 2025). Cooperation exists, but efforts lack cohesion and 

coordination across institutions (Department of the Prime Minister and Cabinet, 2023). 

Australia takes a modest step forward, explicitly defining hybrid warfare as a blend of 

conventional and irregular tactics. It has invested in enhancing both military capabilities 

and interagency mechanisms, with organizations like the Australian Signals Directorate 

and the Australian Defence Force assuming prominent roles (Department of Defence, 

2024; Australian Signals Directorate, 2022). However, the absence of a centralized 

national doctrine weakens the overall coherence of its response, as responsibilities remain 

distributed among multiple civilian bodies (Justice and Community Safety Directorate, 

2024). 

The United Kingdom also demonstrates strong institutional capabilities, 

particularly through its intelligence and cybersecurity agencies, including MI5 and the 

National Cyber Force. Hybrid warfare is understood as the orchestration of multiple 

instruments against societal vulnerabilities (Ministry of Defence, 2023). Yet, in the 

absence of a unified doctrine, its approach remains somewhat opaque to the public and 

fragmented across departments (Home Office, 2024a; UK Legislature, 2024). 
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Further along the spectrum, the United States demonstrates a more mature 

response framework. Hybrid threats are addressed in legislation such as the Gray Zone 

Defense Assessment Act, providing a legislative anchor for a more holistic approach 

(United States Congress, 2023). While some decentralization persists, key institutions, 

including the Department of Defense, Department of Justice, and Department of 

Homeland Security, coordinate efforts to confront hybrid threats with significant 

operational capacity and legal authority (Cybersecurity & Infrastructure Security 

Agency, 2025a; U.S. Department of Homeland Security, 2023). 

At the far end stands Finland, whose national posture towards hybrid threats is 

the most cohesive and transparent of the states surveyed. Hybrid threats are not only well-

defined, as systematic, state-led strategies, but are also addressed through a deeply 

integrated model involving military readiness, cross-ministerial cooperation, and well-

established legislative scaffolding, including the Border Guard Act and Cyber Resilience 

Act (Finnish Security and Intelligence Service, 2024; Ministry of Defence, 2024; National 

Cyber Security Centre Finland, 2025). Finland further distinguishes itself through its 

clear public communication and education initiatives, enhancing societal resilience 

through openness and preparedness. Ultimately, these results depict states’ preparedness 

from loosely connected institutional responses to more complete and integrated 

strategies. While all six countries recognize the gravity of hybrid threats, their readiness 

varies considerably, shaped by political will, legal frameworks, and the degree of 

coordination between civil and military sectors. 

 

Discussion 

This section discusses the key findings from the comparative case studies, 

illustrating how varied state responses to hybrid warfare support the article’s thesis. 

Despite a shared recognition of hybrid warfare as a security issue, differences in policy 

and legislation, and institutional structures, as noted in the results section, have led to 

varying levels of preparedness. This analysis builds upon the research’s six indicators: 

conceptual definitions, legislative responses, institutional roles, identified threat actors, 

offensive strategies, and transparency. 

 

Understandings of Hybrid Warfare and Related Concepts 

The six countries examined each define hybrid warfare differently, although all 

recognize it as a coordinated blend of military and non-military tactics below the 



E-ISSN: 2798-4427                                                          Journal of Global Strategic Studies 
DOI: 10.36859/jgss.v5i2.3866  Vol. 05 No. 02 
  December 2025 

 

12 

threshold of conventional war, aimed at achieving political objectives. To start, Australia 

stands out as the only country to explicitly frame hybrid warfare as a military strategy. 

The Australian Defence Force has identified it as a critical threat, prompting investment 

in military capabilities. However, this military-centric view contrasts with historical 

examples like Russia’s 2014 invasion of Crimea, where non-military tools played a 

central role (Rausta & Monaghan, 2021; Thompson, 2022; Wegge & Wetzling, 2020). 

Scholars caution that hybrid warfare should not be confined to military or civilian 

domains, as such binaries may hinder comprehensive responses (Wegge & Wetzling, 

2020). This highlights how states diverge in their framing of hybrid warfare, which affects 

their broader policy decisions in countering hybrid activities. 

Conceptual differences directly shape how each state builds policy, legislation, 

and institutional structures to counter hybrid threats. Australia’s militarized framing 

raises questions about whether it enhances or limits its response capacity. By contrast, 

the United Kingdom reflects a broader shift toward emphasizing non-military elements, 

particularly cyber and information operations, in its use of the term, though its internal 

definitions remain inconsistent (Janicatova & Mlejnkova, 2021). In addition, Australia is 

also alone in recognizing lawfare as part of hybrid warfare, aligning with Burkle et al. 

(2022) and Carment and Belo (2018), who note lawfare’s use to disrupt internal 

governance through legitimate legal mechanisms. However, specific policy responses 

remain unclear. In turn, the absence of this recognition in other countries may suggest a 

gap that limits their ability to anticipate legal manipulation. In this respect, incorporating 

lawfare into national strategies could strengthen democratic resilience, and its absence 

can be understood as evidence of uneven preparedness among states’ readiness to counter 

hybrid warfare. 

Furthermore, the distinction between foreign interference and foreign influence, 

made only by Australia and New Zealand, represents another point of conceptual 

divergence. The two Pacific countries define interference as malicious and influence as 

potentially benign if transparent. Other states use the terms interchangeably, which blurs 

the lines between legitimate diplomacy and covert manipulation. In practice, adopting 

this distinction may help states craft more targeted responses. All six countries 

differentiate between disinformation (intentional falsehoods) and misinformation 

(unintentional inaccuracies). Furthermore, Canada, the United Kingdom, and the 

United States further recognize malinformation, the weaponized use of truthful 

information to mislead. Therefore, this layered approach signals an evolving approach to 

information threats and highlights the need for nuanced, adaptable policies. Ultimately, 
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states that have not yet incorporated these distinctions could improve their hybrid threat 

responses by refining their definitions and frameworks accordingly. 

 

The State Actors Responsible for Hybrid Warfare 

All six countries identified Russia and China as the primary state actors behind 

hybrid warfare, consistent with existing literature. Russia’s record includes economic and 

information warfare (Briggs & Matejova, 2018; Janicatova & Mlejnkova, 2021), while 

China combines diplomacy and information tactics in its strategy (Chung, 2021; Ito, 

2022; Ong, 2018). Iran and North Korea were also noted by several states, though not 

universally. North Korea, for example, uses hybrid tactics to pursue foreign policy 

objectives against stronger powers (Bowers, 2018). Canada uniquely identified India as a 

hybrid threat actor, likely in response to recent allegations of Indian interference 

domestically (Canadian Centre for Cyber Security, 2024). These variations reflect how 

national security priorities and geopolitical contexts influence each state’s threat 

assessments. While there is consensus on major adversaries, differing views on secondary 

actors suggest that hybrid warfare responses are highly context-dependent, and even 

when states agree on the threat actors, their policy responses are shaped by the unique 

threats they respectively face. Additionally, all six states also acknowledged the threat 

posed by non-state actors, reinforcing the need for broad and adaptable hybrid warfare 

policies. This recognition naturally leads into a closer analysis of how states balance 

offensive and defensive strategies when addressing hybrid warfare. 

 

Variations in the Development of Legislation 

Carment and Belo (2018) suggest that democracies often respond slowly to new 

threats due to decentralized decision-making and constitutional constraints. Yet, all six 

countries have recently introduced or are planning legislation to counter hybrid warfare, 

to varying levels of success. So far, the United States and Finland have passed legislation 

explicitly addressing hybrid threats. In 2023, the U.S. enacted a law assessing national 

counter-hybrid capacities, calling for stronger domestic capabilities and greater allied 

cooperation. Finland’s legislation expands border guard powers, its only military-linked 

agency in this context, to address hybrid scenarios (Digital and Population Data Services 

Agency, 2025), reflecting its heightened security concerns due to its proximity to Russia. 

This approach offers a model worth examining by Australia and New Zealand, both of 

which have experienced Chinese naval incursions near their maritime boundaries 



E-ISSN: 2798-4427                                                          Journal of Global Strategic Studies 
DOI: 10.36859/jgss.v5i2.3866  Vol. 05 No. 02 
  December 2025 

 

14 

(Department of Defence, 2025). Australia and the United Kingdom have enacted foreign 

influence transparency registries to curb covert foreign interference; Canada has 

legislation to this effect, though it has yet to put in place a registry. The United States’ 

Foreign Agents Registration Act of 1938 serves a similar role. These initiatives reflect a 

growing recognition of hybrid warfare’s non-military dimensions. Legislating a 

polymorphous threat, however, remains challenging. In the United States, the challenge 

of getting legislation through Congress is evident; three other bills addressing hybrid 

threats have stalled in the Senate for over a year, while another failed in the House. These 

legislative efforts primarily target foreign interference, raising concerns about potential 

misuse given the ambiguity of hybrid warfare (Briggs & Matejova, 2023), especially in 

politically polarized environments like the U.S. post-2016. While many states still lack 

dedicated hybrid warfare legislation, the increasing use of hybrid warfare language in 

policy documents and related legislative developments signal growing institutional 

adaptation. As such, these legislative variations reveal differing levels of national 

preparedness and highlight opportunities for more cohesive and effective responses. 

 

How Governments Have Addressed Hybrid Warfare 

Across all six countries, hybrid warfare is primarily addressed through civilian, 

non-military institutions responsible for public safety, defense, and national security. 

These agencies focus on specific elements, such as cyber threats, disinformation, and 

foreign interference, rather than hybrid warfare as a unified concept. Carment and Belo 

(2018) emphasize the importance of integrating responses within civil-military 

frameworks, especially as hybrid threats often target civilian domains. Despite their 

involvement, public details of these policies remain limited, with insights derived from 

policy documents and official statements. Coordination typically occurs through 

reporting lines to higher national security or defense authorities, reflecting a wide-

ranging, though compartmentalized approach. While most countries run public 

awareness campaigns to combat disinformation, Finland stands out by embedding hybrid 

threat education into its curriculum, a proactive move shaped by its proximity to Russia 

(Stănescu, 2023). Similar long-term societal strategies could benefit other states. Ito 

(2022) notes how China’s hybrid tactics include leveraging small businesses to exert 

influence, prompting some countries to develop awareness programs for vulnerable 

sectors. As underscored by these examples, civilian institutions are on the frontline of 

hybrid threat responses and often operate in parallel to military efforts to combat hybrid 

warfare. 
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As for countries’ military response, defense documents across all six states 

recognize hybrid warfare as a strategic concern, but public articulation of military roles 

remains limited. In Canada, New Zealand, and the United States, special operations 

units reportedly handle hybrid threats, though specific policies remain classified. All 

states also participate in NATO-led initiatives like the Multinational Capability 

Development Campaign (2019), though the influence of such collaborations on national 

policy is unclear. Public documentation on civil-military cooperation is sparse. Canada 

and the U.S. indicate some coordination in cyber defense, though concrete evidence is 

lacking. The likely classified nature of such partnerships makes comprehensive analysis 

difficult. In practice, civilian agencies handle the components of hybrid warfare, while 

militaries take a more holistic view, identifying hybrid warfare as an overarching threat 

in national defense strategies. 

Overall, governments have taken steps to address hybrid warfare’s key 

components, but most policies are recent, and their effectiveness remains uncertain. The 

rise of foreign-supported fringe groups in the U.S. (Department of the Treasury, 2024) 

and the strategic use of social media by adversaries (Stănescu, 2023; Ito, 2022; Richey, 

2018) reveal the societal risks posed by hybrid tactics. Russia and China, for instance, 

exploit internal divisions, using political systems against themselves (Chung, 2021; 

Stănescu, 2023), often through covert, non-military actions that offer plausible deniability 

(Briggs & Matejova, 2023; Rausta & Monaghan, 2021; Thompson, 2022; Wegge & 

Wetzling, 2020). This ambiguity complicates attribution and limits response options, 

often forcing target states into reactive positions (Bowers, 2018; Thompson, 2022). While 

national strategies are evolving, they tend to address symptoms, like cyberattacks and 

disinformation, rather than the strategic objectives driving hybrid threats. Without clearer 

definitions and proactive planning, states risk remaining vulnerable to the blurred, 

adaptive tactics that define hybrid warfare. This suggests that future efforts will need to 

focus not only on improving institutional coordination but also on addressing the 

underlying strategies that underpin hybrid warfare. 

 

Conducting Hybrid Warfare 

Publicly available documents suggest that none of the six countries officially 

engage in hybrid warfare. However, both military and civilian agencies responsible for 

defending against hybrid threats, particularly cyber and intelligence bodies, are also 

equipped to conduct offensive operations if authorized. While the literature rarely 

addresses Western states as hybrid warfare actors, Carment and Belo (2018) argue that 
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interventions and aid programs may constitute hybrid tactics. Similarly, Ito (2022) views 

China’s Belt and Road Initiative (BRI) as a strategic form of hybrid engagement. Though 

beyond the scope of this paper, programs like Canada’s Official Development Assistance 

and USAID might be interpreted similarly, though others may classify these efforts as 

soft power. This reflects broader critiques that hybrid warfare is not a novel concept, but 

rather a continuation of longstanding geopolitical practices (Murray & Mansoor, 2012; 

Lanoszka, 2016). Western and Asia-Pacific literature tends to frame Russia and China as 

primary adversaries, often overlooking how these states understand or operationalize 

hybrid warfare themselves. This omission creates a significant analytical gap, limiting 

insight into adversarial motivations, doctrines, and counterstrategies. A Western-centric 

focus risks presenting a one-sided view that does not fully capture the strategic logic or 

perspectives of China and Russia. Ultimately, recognizing this imbalance makes it 

imperative to consider adversarial perspectives more directly when evaluating Western 

strategies. 

Additionally, this gap is especially relevant to this paper’s comparative analysis 

of how Five Eyes countries and Finland respond to hybrid threats. Without engaging 

with the perspectives of China and Russia, it is difficult to assess the full effectiveness of 

Western responses. Broader, more inclusive frameworks are needed to understand hybrid 

warfare dynamics from all sides. The fluidity of the concept further complicates this task. 

As global adoption of the term increases, its meaning becomes more ambiguous. For 

instance, Western actions during the Ukraine war, such as freezing assets of Russian 

oligarchs, may qualify as hybrid tactics (UK Parliament, 2025), though interpretations 

vary depending on geopolitical perspective. China and Russia would not view themselves 

as adversaries in the same way Western actors do. With this in mind, to fully understand 

the modern hybrid threat landscape, it is essential to move beyond a binary framework 

and consider how all parties engage with and define hybrid warfare. 

 

Communications, Transparency, and Accountability 

Transparency and public communication are central to understanding how 

Australia, Canada, Finland, the UK, the U.S., and New Zealand approach hybrid 

warfare. While none of these states have openly disclosed comprehensive hybrid warfare 

strategies, they address related components, such as cyber threats, disinformation, and 

foreign interference, through compartmentalized policies. Finland is a notable exception, 

openly discussing hybrid threats through the Ministry of the Interior and the Border 

Guard, reflecting a more integrated and transparent approach. This example shows the 
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contrast in communication and transparency among the states. Indeed, this hesitancy 

toward transparency may stem from the covert nature of hybrid warfare; disclosing 

strategies could potentially aid adversaries in circumventing them. However, Richey 

(2018) counters this view, arguing that transparency in non-military domains, 

particularly information warfare and cyber operations, can strengthen societal resilience. 

Drawing from the EU’s response to Russian hybrid threats, Richey emphasizes that 

strategic communication helps prepare institutions and the public to recognize and resist 

hybrid tactics. These perspectives suggest that while there is a need for secrecy, deliberate 

transparency can enhance overall preparedness and societal robustness against hybrid 

threats. Thus, the issue is not whether to communicate publicly, but how to do so without 

compromising national security. A strategic communication framework can inform and 

empower citizens without revealing operational vulnerabilities. Finland’s example shows 

how direct engagement with the public can build resilience and foster a proactive security 

posture. Ultimately, other states would benefit from incorporating similar approaches, 

reinforcing the broader thesis that adaptive, transparent, and comprehensive strategies 

are essential for effectively countering hybrid warfare. 

 

Final Thought 

This paper has examined how Canada, Australia, New Zealand, the UK, the U.S., 

and Finland have responded to the evolving threat of hybrid warfare. While all six states 

recognize hybrid warfare as a blend of conventional and non-traditional tactics, including 

cyber operations, disinformation, and foreign interference, their responses vary 

considerably. Canada and New Zealand exhibit fragmented, reactive approaches, while 

Finland has adopted a comprehensive, transparent strategy that brings together civilian 

and military preparedness. These contrasts demonstrate the importance of understanding 

how policies are coordinated and implemented across different institutional frameworks. 

Additionally, these findings underscore a central insight: preparedness depends not only 

on recognizing the threat but on how clearly and cohesively states embed hybrid warfare 

responses across their institutional frameworks. 

Looking ahead, stronger coordination between researchers and policymakers will 

be essential in refining national strategies and building holistic and effective approaches. 

International collaboration, especially through NATO and allied frameworks, remains 

uneven and warrants further exploration to strengthen collective responses. In the case of 

Asia, and particularly with respect to China, future research should address persistent 
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challenges around data access, strategic transparency, and conceptual differences. 

Understanding how hybrid threats are defined, deployed, and countered in non-Western 

contexts will be critical for building informed, adaptive policy responses. Future lines of 

inquiry should prioritize measuring the effectiveness of hybrid warfare strategies, assessing 

international coordination efforts, and clarifying the concept’s application across different 

geopolitical environments. These steps are essential in supporting the development of more 

resilient and coherent responses to hybrid threats as they continue to evolve.  
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